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Abstract
Personal privacy is becoming more and more difficult to maintain due
to an ongoing increment of mobile devices surrounding us and pervasive
applications managing our personal information. The development of
privacy-enhancing technologies is crucial to assure the peace of mind of
the user even for a gesture as simple as sharing a mobile device with
someone. The present research in progress provides an initial category
of the characteristics that a privacy-enhancing technology requires with
special attention to the continuity aspect. A concrete novel technology,
Touch-and-Play has been evaluated as a potential solution to supply the
requirement of such characteristic.
1 Introduction
Information privacy can be seen as the right of an individual or organization to
decide or control what information is communicated about them, to whom, and for
what purpose the information shall be used. One early definition of privacy was
made by Westin in 1967 [21] (p. 7): “Privacy is the claim of individuals, groups, or
institutions to determine for themselves when, how, and to what extent information
about them is communicated to others”. Another and similar well-known definition
is by Altman, describing privacy as “the selective control of access to the self” [1]
(p. 24).
An increasing number of both professional and spare time related services are
delivered through the internet, which makes it possible to effectively store and
analyze information about the usage of these services, and many feel that this
represents an increasing threat to privacy[3]. Many view privacy as an essential
challenge in the modern information society, and fear that privacy will be gradually
eroded. Several different forces tend to be working against privacy for various
reasons:
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• Governments or similar organizations may have a legitimate need to fight
crime and provide security for their citizens, and there will be a trade-off
between privacy and crime-fighting possibilities in such cases. Many feel that
privacy has been on the losing side especially in the new millennium, as ability
to prevent terrorism has been a key argument for recent legislation reducing
citizens’ privacy, e.g., the USA Patriot Act or the EU Data Retention Directive.
Governments or similar may also have illegitimate interests to know secrets of
other states through espionage, cf. the recent disclosures by Snowden that the
US spied on several European countries and politicians, for instance Angela
Merkel.
• Economic interests legitimate or not. Advertising companies may be able to
target their ads better if they know as much as possible about each individual.
Media may want sensitive knowledge to present more sensational news about
celebrities. One example of the latter is the recently revealed phone hacking
by the British paper News of the World. Criminals may seek economic gain
through blackmailing or identity theft, in both cases having access to sensitive
personal information can be very useful. Lacking information security both
in personal devices and corporate systems creates a lot of vulnerabilities that
can be exploited for information theft.
• Individual curiosity, e.g., the information age equivalent to spying on your
neighbor. Sometimes such curiosity can lead to deliberate attempts to discover
other people’s secrets. Other times a person may suddenly have access to
somebody else’s personal information by coincidence, e.g. because of a system
defect or because the victim has by accident left the information accessible.
• Individuals’ need for self-exposure. A significant threat against privacy also
comes from the individuals themselves, for instance willingly revealing details
about their private lives on social media. In one way, it can be argued
that this does not threaten privacy as the individual is in control of what is
communicated. The problem is, however, that the individual may later regret
having communicated the information, but then it is too late to retract it
because copies may have been taken by others. Also, in some cases, individuals
may communicate information without being aware of it, or communicate
broadly what was meant to be communicated only narrowly, due to technical
incompetence or lack of awareness of the privacy threat. In many cases, it is
not sufficiently transparent to the user what the privacy implications of various
actions in an IT system might be.
Privacy all in all is a complex research field, as can be seen from literature reviews
of the topic [2][15][19]. Recently, privacy research related to mobile and ubiquitous
computing has emerged as a problem of special interest [13][11][12]. Since mobile
devices are often carried with the user, there may be a risk for leaking private
information not only when the user is logged on to a specific service, but all the
time. Some specific privacy challenges with mobile devices are as follows:
• They may be communicating the location of the user. Depending on the set-
up and user’s technical competence, this may happen even when the user just
has the device in his/her pocket, not using any specific application.
• Due to the small size and transportability, mobile devices may easily be stolen,
lost or forgotten in public places. Although theft or loss may happen to any
kind of equipment, it is much more likely for small mobile devices, and they
are also more likely to be lost or stolen “in session”, so that the thief or finder
still has access to its functions. This may be used to gain access to personal
information, not only what is stored in the device, but also information on
various servers to which the mobile device can be used as an access point.
• Mobile devices are sometimes also shared, either because they are a shared
resource (e.g., a school having a number of tablet computers for student use
in some courses, but not enough to have one device per student), or because a
person briefly lends his device to another person. The latter can for instance
happen among friends because the other person has not brought his/her device,
is out of battery power, or is lacking an app to accomplish a certain task on
his/her own device. With such sharing among friends or acquaintances, the
privacy challenge may be thought to be limited, but often the original user
may still be logged on to various cloud services when handing over the device,
and possibly unaware of this fact. As discussed in [10], there are a number of
interesting privacy issues related to such scenarios.
To better protect the information privacy of individuals, several researchers have
suggested so-called privacy-enhancing technologies [5][6][18]. What type of privacy-
enhancing technology is most relevant, would depend on the type of application and
information in question. In this paper we will look especially at privacy-enhancing
technology for mobile devices (e.g., smart phones, tablets) in the light of voluntary
sharing of equipment (last bullet item above), but such technology may clearly also
be relevant for cases of loss or theft of the equipment in question. Our research
questions for this paper are:
• RQ1: What are the possible privacy-enhancing technologies to prevent leakage
of personal data in connection with sharing or lending of mobile devices?
• RQ2: Can Touch-and-Play technology be used to protect privacy in situations
where mobile devices are shared?
The second question may seem a little like jumping towards one specific solution
(Touch-and-Play) before having answered the first question of possible technologies
and investigating their advantages and disadvantages. The motivation for doing
a special analysis of Touch-and-Play technology is however that it is the less
known of the possible technologies. Hence, while other possibilities will be more
easily understandable without special analysis, Touch-and-Play may need more
explanation. The rest of the paper is structured as follows: Section 2 makes a brief
evaluation of some alternatives for avoiding privacy leakage when sharing mobile
devices, looking at advantages and disadvantages of each alternative, in order to
answer RQ1 above. Section 3 makes a background presentation of Touch-and-Play
technology. Then, section 4 describes a specific implementation of a Touch-and-Play
solution to enhance privacy for sharing of mobile devices, and section 5 presents a
preliminary evaluation of this solution with a small number of test users. Section
6 presents the results obtained after a quantitative evaluation of the prototype.
Finally, section 7 concludes the paper.
2 Possible privacy solutions for sharing mobile
devices
A typical scenario is that user A may have logged in to several applications on
a mobile device. Applications might be email, Facebook, and similar, potentially
containing personal information. Then user A needs to share or briefly lend the
mobile device to user B. There are of course several ways to prevent privacy leakage
in such a situation:
• Explicit logout. User A explicitly logs out from all running applications that
might contain or give access to sensitive information before handing the device
over to B.
– Advantages: It requires no new technology, as it only uses the logout
functionality already built into the various applications.
– Disadvantages: If the user has many applications running, it will take
time to log out from all (unless there is a simple function to log out
from all running applications) and in some situations of device sharing,
intended for quick actions, this time will feel too long. Also, the user
might not remember all apps from which logout should occur, or could
even be unaware of still being logged in with some applications.
• Implicit logout by timeout.
– Advantages: removing the hassle of explicit logout, as well as the
potential risk of forgetting.
– Disadvantages: to have effect, the time limit for logout must be very
short. A mobile device can be passed from one person to another in less
than a second, so there may be no significant interval of non-usage (or the
break is so small that it is indistinguishable from a break taken by user
A him/herself, e.g. due to taking a sip of coffee while using the device).
Hence, with such a set-up applications would frequently time out also
with same person usage, which would require frequent re-authentications
and likely be felt as a hassle.
• Continuous user identification by biometrics. Short term a most likely
implementation of biometrics would be through fingerprint reading, i.e. the
user would need to hold one finger on a fingerprint reader while using the
device. Other methods, like voice recognition, would be more risky as the user
might be present and talking also while lending the device to somebody else.
– Advantages: same as timeout, removes the hassle of explicit logout and
potential risk of forgetting. In addition, user avoids being logged out from
apps due to temporary inactivity with that particular app in situations
where the user still wants to be logged in as long as the finger is kept at
the reader.
– Disadvantage: having to keep the finger at the reader (or similar
disadvantage for other biometric methods). Whether this is inconvenient
or not will vary with the situation, but one can easily imagine a number
of situations where it would not give an optimal user experience, and
where it would make it difficult to intertwine usage of the device with
other activities (e.g., cooking).
• Continuous user identification by RFID, i.e. the user is wearing an RFID
tag and the device will determine that it is used by this person only when
sufficiently close, and other persons are not closer.
– Advantages: same as for biometrics, plus removes the need for constantly
having the finger on a reader (or similar)
– Disadvantages: other persons may not be carrying tags, so when person
A lends a device to B, A may still be close to the device so that logout
is not activated, although it is now being used by B. Even if B were also
tagged, proximity of the tags to the phone would depend on placement
on the body, and A could have the closest tag even if it is B’s eyes viewing
the display and B’s fingers operating the device.
• Continuous user identification by Touch-and-Play technology. Here, A would
be wearing another (small) device which makes the mobile device notice
whether or not it is being touched by A, or whether it is instead being touched
by somebody else. In case of somebody else, auto-logout from the apps A was
running can be enforced.
– Advantages: same as the above, removes the hassle of explicit logout or
frequent timeouts due to inactivity, and the need to constantly having a
finger on a reader. Also removes the risk or wrong decisions that were
present in the RFID solution.
– Disadvantages: if the user no longer touches the device, e.g. putting it
briefly on a table or in a bag, there will be logout. This would make
sense in many cases, but in some cases if the user only meant to take
a very short break in using an app, need to re-authenticate might seem
like a hassle. Also, alike the RFID alternative, but unlike the biometrics
alternative, the solution depends on the user carrying an extra electronic
device, albeit a very small one.
Although all alternatives have strengths and weaknesses, Touch-and-Play looks
quite promising in comparison with the others here. It has less risk of making wrong
decisions about who is using the device at any time than the RFID alternative, and
somehow touching the device is less cumbersome to avoid unwanted logouts than
constantly keeping a finger on a fingerprint reader as in the biometrics alternative.
Hence, it could be interesting to investigate this alternative further, as already
indicated by RQ2. The next sections will therefore explore this in more detail.
3 Background: Touch-and-Play technology
Touch-and-Play was initiated when Zimmerman [23] presented his work on body
area networks by making use of the electrostatic capacitive coupling property of the
human skin. The purpose of such technology at that time was to intercommunicate
low powered wearable devices among each other, however, the appearance of wireless
networks such as bluetooth and zigbee turned that need obsolete. Based on
Zimmerman’s work, Hyoung and Park developed a system called “Touch-and-Play”
(TAP) [14][8] which emphasized the possibility of enriching the interaction between
user and system by providing contextual information to the service. Hyoung uses
a printer that receives an image directly from a hand held device as an example of
application of the TAP system. Another possibility of enriching the touch gesture
is presented by Dietz [4] who demonstrates the use of capacitive coupling in order
to detect the identity of each user interacting with a multi-user smart surface (the
DiamondTouch). Both the DiamondTouch and the printer are examples of services
that receive information from the user, but the interaction can take place from
the environment to the user, as Pe´rez [16] shows with the Tangible Hyperlink, an
augmented reality prototype that retrieves a web links and visualize it when the
user touches the augmented physical object.
4 Amulet: A Touch-and-Play privacy prototype
for mobile devices
Amulet is a prototype of a privacy-enhancing technologies that makes use of the
Touch-and-Play principle to perform an automated log in and log out from different
accounts in online services. The services considered for the evaluation are Gmail,
Facebook, Dropbox and Google Drive.
The Universal Touch-and-Play bracelet
The user is requested to wear a Touch-and-Play device that will be used for the
authentication: the Universal Touch-and-Play (UTnP) bracelet.
The UTnP bracelet transmits a frequency-based signal that is received by the
tablet as soon as the user starts interacting with it (Figure 1). The discontinuation
Figure 1: The tablet receives the signal through contact and the user is logged in
of the signal received in the tablet triggers an event in the Amulet app that forces
a logout of the user accounts (Figure 2).
The signal is generated following the principle proposed by Zimmerman, a 10nF
capacitor is connected in parallel between the data and ground gates of an Arduino
Mini Pro (Figure 3).
Figure 2: The tablet shows the message “You have been logged out from your accounts” when
the user leaves it
Figure 3: Schematic for the UTnP bracelet
5 Preliminary evaluation
The Amulet prototype was evaluated with a total of 10 participants, 6 male and
4 female. The main purpose of the evaluation was to help answering RQ2 by
measuring the possible acceptance of such technology. The evaluation also targeted
the identification existing limitations of the Touch-and-Play technology and possible
design improvements of the prototype. Each of the 10 participants took part in
a semi-structured interview after using the prototype. The topics for the semi-
structured interview were categorized in five main points:
• Previous experiences: whether the participant had experience any situation of
loss of privacy control.
• User acceptance: in which cases the participant would be willing to use the
prototype on a regular basis during the day.
• Possible improvements: what kind of improvements did the participant
propose in order to fit a particular need.
• Other technologies: what other solutions did the participant know in advance
that could perform the same functionality than the given prototype.
• Drawbacks of the proposed prototype: main limitations that would prevent
the participant to accept the prototype.
The interview provided insightful feedback about the experiment.
Previous experience
The previous experiences according to the participants ranged from an occasional
lost of a Smart Phone with personal pictures stored in the SIM card to daily small
conflicts at the domestic or work environment with shared tablets. One participant
stated that it was not possible for them to get relaxed when using smart devices since
it supposed an extra effort to keep control on the information accessible through
the device. For this reason, it was preferably sometimes to miss the chance of
investigating the advantages of a new application on the market before having to
learn what kind of personal information it required and how to control it. Another
participant mentioned that it was typical for them to lend the phone to a friend
so that she could look at a picture for an instant and the friend switched to the
next or previous picture by curiosity or mistake. In this case the privacy of the
participant felt compromised since the different pictures taken with the phone were
not necessarily correlated and they could be more or less personal. This participant
suggested the possibility to lock the gallery to the current picture once the phone is
not in their hands.
User acceptance
According to their willingness to accept the Amulet prototype, the participants could
be categorized in three groups: unconditional acceptance, conditional acceptance
and unconditional rejection.
• Unconditional acceptance: The main reason given by the participants to justify
the acceptance of the prototype was that “it feels more natural to simply
touch the device you want to use than having to introduce your username and
password”
• Conditional acceptance: One participant stated that a wearable device such
as the UTnP Bracelet could be adopted only if it was imposed for some reason
like security policy at work. However, the first impression about the idea was
that it supposed a threat to privacy itself. The participant assumed that one
entity in control of the information of everything someone has ever touched
could be easily used against them.
• Unconditional rejection: For those participants that would not accept to use
the prototype in a daily basis the main reason given was that there was not a
strong need. They found that the cases in which they had to share a device
happened rarely and in any case they were already used to log out of their
accounts every time they were not using them.
Drawbacks and possible improvements of the prototype
At least three participants agreed that they found it necessary to have the possibility
to keep the account logged in (by, for example, clicking on a padlock icon on the
top menu of the tablet) regardless of whether they stop touching the device. They
agreed that they wanted that functionality to be easy to use and they wanted to
control it themselves.
One participant considered that the UTnP Bracelet was not secure enough since
it could get stolen or lost and commented that it would feel more comfortable to
combine it with a ring shaped UTnP device.
Even though Touch-and-Play is considered safe according to some studies [17], some
participants manifested a concern about the health implications that Touch-and-
Play devices might have in the long-term.
Other technologies
All the participants answered at first sight that the first alternative to Amulet
they could think of was to simply log in and log out from all their accounts as
a way to protect their personal information. What was different from participant to
participant was the degree of effort that they claimed to put into that process.
They mentioned that they were aware of some already existing solutions such as
keyring tools or screen locking that could be used in some way to keep their
information protected. At least three participants claimed that they where not
actively using those solutions and they acknowledged that these solutions were not
suitable in case they wanted to share the device with someone else.
OpenID and Master Password were mentioned as solutions that would allow the
participants to log in using the same username and password for different services
and so reducing the extra workload that supposes to memorize different ids.
6 Second evaluation
The feedback obtained from the preliminary evaluation described in Section 5 was
used to improve the prototype. Two other interaction mechanisms were put at the
participants disposal: A watch shaped QRCode generator (Figure 4) and an NFC
enabled Smartphone (Figure 5).
Figure 4: Watch shaped QRCode generator device
To prevent unauthorized access to the participants accounts in case of losing
the device, an online service was introduced. Through the Amulet homepage, the
participant is able to configure which online services will be used for automatic log
in (Figure 6) and through which devices (Figure 7).
Figure 5: NFC enabled Smartphone
Figure 6: Services configuration screen on the Amulet homepage
Participants were selected following the Snowball Sampling Method [7] to prevent
a biased selection of the participants that would show some preference for a certain
technology. Another reason for choosing this method is that it increases the chance
of interviewing participants that would not have been selected otherwise. A total of
12 participants were interviewed, all of them male, with an average age of 24 years
ranging from 20 to 39 years. During the evaluation, each participant configured
each of the three devices (QRCode generator, NFC device and UTnP device) using
the Amulet homepage. The online services that the participant was able to select
were the same as the ones proposed in Section 4. Once the participants had
a solid understanding of the behaviour of the prototype, in terms of interaction
(for example: they understood that the UTnP device was not using biometric
information, instead it was transmitting an electric signal through the skin), they
were asked to fill in a questionnaire. The questionnaire consisted of 15 questions for
each device. These questions were selected from the list of questions proposed by
[20] with a slight adaptation to improve understandability (Table 1). This method
has been applied for similar types of research [9] and has been regarded as suitable
for such controlled scenarios with “laboratory settings”[22].
Figure 7: Devices configuration screen on the Amulet homepage
Table 1: Questionnaire given to the participants
Second evaluation results
The result from the questionnaires is presented in Table 2. The answers for the
different categories (POW = power, CON = contingency, H = helplessness, IC
= information and EUP = Ease-of-use) are represented as a function of the used
interaction mechanism (QRCode, NFC or UTnP). These results gave a Cronbach’s
α value of .74 for QRCode, .76 for NFC and .72 for UTnP which means that
the reliability can be estimated as acceptable. The values corresponding to the
helplessness category (H-1) have been inverted (a higher value indicates a higher
degree of helplessness) with the purpose of facilitating the analysis.
The last row represents the standard deviation of the answers grouped by
interaction mechanism. This row is used to evaluate which category presents
different results compared to the others. The category that shows a higher deviation
is helplessness. Participants tended to report a higher degree of helplessness when
referring to QRCode or NFC. This trend changed for the UTnP device towards a
more neutral/slightly positive response. The second category that becomes affected
Table 2: Results obtained from the evaluation (1= Strongly Agree, 5 = Strongly Disagree)
by the change of device is power. When asked if they feel under control of their
personal information, participants tend to be more positive with UTnP than with
QRCode or NFC. For the categories contingency, choice, information and ease-of-use
the deviation is less significant, but still present.
Figure 8: Overall results obtained from the evaluation ( 1 = Strongly Agree, 5 = Strongly
Disagree)
7 Discussion and conclusion
This work has started with two main objectives: identifying the different possible
privacy-enhancing technologies that could be used to prevent leakage of personal
information or data when sharing or lending mobile devices and evaluating to
which extent a specific technology such as Touch-and-Play can be used to design
a prototype that can help users to keep control on their privacy. As a result,
an initial categorization of different technologies depending on their interactional
characteristics has been provided. Continuity of the interaction has emerged as an
important factor that can be used to judge whether a certain technology is more
capable than other to be used to protect users privacy. To fulfill the second objective,
a specific continuous interaction technology prototype (the Amulet) has been
designed, implemented and evaluated. Two evaluations have been performed. The
first evaluation consisted on a qualitative approach making use of semi-structured
interviews. It provided insights on possible improvements of the prototype for
a second evaluation. The second ongoing evaluation consists of applying the
Perceived Control extension of the Technology Acceptance Model (TAM) proposed
by Spiekermann [20] so that a quantitative analysis can be performed on the different
interaction mechanisms. The results obtained on the second evaluation (Figure 8)
indicate a reduction on the helplessness factor reported by the participants referring
to the UTnP interaction mechanism compared to QRCode or NFC. This is translated
to an increment of the perceived control participants experience.
Limitations and possible improvements
The method proposed by Spiekermann is appropriate for such controlled scenarios,
however, as identified by [22] “due to the laboratory settings of these methods the
social environment of the user is mainly left out”. The main limitation in this aspect
is the lack of robustness of the developed prototype. It would be possible to perform
a long term evaluation outside the controlled environment but that would require a
higher amount of resources for the development of the prototype. Another limitation
was that the group of selected participants through Snowball Sampling Method
corresponded to a common pattern. All the participants in the second evaluation
were male within a delimited age range and belonged to an academic environment.
For future evaluations it might be necessary to select participants with a different
method, probably combining Snowball Sampling with another technique so that the
results obtained are broader.
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